Joint Board Meeting
March 14, 2022

Action Item: Approve ORCA Information Security Incident Response Plan

Purpose: The purpose of the ORCA Information Security Incident Response Plan (IRP) is to
provide a consistent and well-defined framework for information security incident handling and
response. The intent is to optimize response capabilities, improve turnaround time, define
structure, clarify roles and responsibilities, and decrease the impact severity of incidents.

Changes to the IRP will be reviewed and approved by the Information Security - ORCA Advisory
Committee (IS-OAC), comprised of Information Security Subject Matter Experts from each ORCA
Agency. Due to the sensitive nature of the IRP, distribution is limited.

This ORCA Information Security Incident Response Plan does not supersede the legacy ORCA
Incident Response Plan.

Recommendation: The ORCA Director, IS-OAC, and ORCA Business Managers recommend
approval of the ORCA Information Security Incident Response Plan.
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